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NIST Mission

To promote U.S. 
innovation and industrial 
competitiveness by 
advancing

• measurement science,
• standards, and
• technology

in ways that enhance 
economic security and 
improve our quality of life ©
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NIST at a Glance

• U.S. National Institute of Standards and Technology (NIST)

• Non-regulatory agency of U.S. Dept. of Commerce

• 3,000 employees + adjuncts

• Gaithersburg, Maryland and Boulder, Colorado

• Primarily research; limited funding source (TIP)

• Over 100 years in standards and measurements: from dental 
ceramics to microspheres, from quantum computers to fire codes, 
from body armor to DNA forensics, from biometrics to text 
retrieval, from software to IT.



NIST Laboratories

NIST’s work enables
• Science

• Technology innovation

• Trade

• Public benefit

NIST works with
• Industry

• Academia

• Other agencies

• Government agencies

• Measurement 
laboratories

• Standards organizations



Information Technology Laboratory (ITL) 
Mission

To promote US innovation and industrial 
competitiveness by advancing

measurement science, 
standards, and 
technology

through research and 
development in

information technology, 
mathematics, and 
statistics



ITL Divisions

• Mathematical and Computational Science
• Advanced Network Technologies
• Computer Security
• Information Access
• Systems and Software (formerly SDCT)
• Statistical Engineering



ITL Programs

• Strategic initiatives supporting NIST and ITL 
missions.

• Foundational and applied research across a broad 
range of technologies and capabilities needed to 
improve security, assurance, and trust in computer-
based systems and networks that support national 
defense, national and homeland security, economic 
competitiveness, and other national priorities. 

• Leverages ITL Core Competencies and 
collaborations with industry, government, and 
academia.



ITL Program Portfolio

• Trust and Confidence in IT Systems and 
Applications
– Trustworthy Computing

• Trustworthy Information Systems (TIS)
• Cyber and Network Security (CNS)

– Identity Management Systems (IDMS)

• Management and Exploitation of Data
– Information Discovery, Use, and Sharing (IDUS)

• Future Information Systems
– Complex Systems CxS)
– Pervasive Information Technology (PIT)

• IT in Science and Engineering
– Enabling Scientific Discovery (ESD)
– Virtual Measurement Systems (VMS)



Trustworthy Information Systems 
Program



Some Basic Questions
• What is a trustworthy information system?
• How do we know when a system is trustworthy?
• Is trustworthiness measurable or predictable?
• Can we quantitatively model trustworthy systems?
• How do we design-for and build-in trustworthiness?
• How do we test for and measure trustworthiness?
• Which metrics should we use and how should they be 

measured? How do we determine uncertainty?
• What are the strengths and weaknesses of current 

methods and tools in building or assessing trustworthy 
systems? What is needed?

• How can we improve the production and assessment of 
trustworthy systems?

• What are the critical research issues? Which research 
and resources can we leverage?



Trustworthy

• Worthy of trust; reliable (Webster)
• Trust �  Trustworthy (my confidence vs. system 

behavior)
• A person or thing (e.g. system) that performs as 

intended for a specific purpose, when needed, with 
operational resiliency, and without unwanted side-
effects, behaviors, or exploitable vulnerabilities. 

• We believe/assume trustworthy implies one or 
more of the following characteristics (and likely 
others):
– Reliable - Dependable - Available - Correct

– Secure - Safe - Functional - Precise

– Usable - Robust - Fault-tolerant - Accurate



Trustworthy Information Systems
• Determining if a information system is trustworthy 

should then be a function of assuring that these 
properties exist at an acceptable level, and are 
sustainable for a given duration, purpose, and 
operational environment.

• How can we build-in trustworthiness? How can we 
demonstrate and validate it?

• The operational environment or context of the 
deployed system includes:
– system infrastructure: operating system, platforms, 

networks…
– system users, operators, and maintenance staff
– potential adversaries, threats, hazards, and attacks

• Operational and environmental aspects must be 
accounted for in architecting, designing, developing, 
and testing a TIS.



Trustworthy Information Systems

Trustworthy

Trustworthy
- Functional
- Available
- Usable
- Dependable
- Robust
- Secure
- Safe
- Correct
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Trustworthy Information Systems

• A difficult, hard problem, but not impossible.
– We already build systems that we trust.

• Demand for trustworthy systems increasing in 
many sectors and applications.
– Is current technology and methods sufficient to meet this 

demand? Are they efficient and cost-effective?

• Needed: 
– Best practices for designing & building-in trustworthiness.

– Better and more automated test methods and tools.

– An underlying science, understanding, and metrology as a 
foundation.

• But, there is no silver-bullet…
• So, how do we enable trustworthy systems?



Enabling Trustworthy Systems

Quality Materials & Parts

Trustworthy Manufacturing 
& Assembly

Trustworthy Software

Trustworthy Hardware

Trustworthy Networks
& Communications
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Trustworthy Developers 
& Integrators

Trustworthy Operators 
& Users

Trustworthy Information

Trustworthy 
Architecture & Design

Trustworthy 
Information Systems

• Quality Product 

• Quality Processes

• Quality Work



Nota Bene
• Trustworthy software is a critical part of trustworthy 

information systems.
– But, so are other parts, such as hardware, networks, 

security, people, and the operational environment.

• To be trustworthy, the system must be built and tested 
to be trustworthy, and must be protected against 
threats, hazards, and attacks.
– Many systems today are composed of subsystems and 

components from different suppliers – what can be 
trusted?

– How do we compose trustworthy information systems from 
potentially untrustworthy components?

– If all components are trustworthy, is the system 
trustworthy?

– How do we know if and when a component or system is  
trustworthy?



Enabling Trustworthy Systems

• The system development lifecycle (SDLC), 
involving many components, processes, and 
players, offers many opportunities for un-
trustworthy systems to emerge.

• Trustworthiness can not be added-on, but must be 
built-in from the ground up, tested and validated:
– reliability, security, availability, fault-tolerance… by design

– testing, metrics, and measurements

– detection & remediation of defects and vulnerabilities

– validation & verification

– operational testing and evaluation

– configuration management and control

Trustworthiness must be built-in from the start 
and validated throughout the SDLC .



So, Why Is Software Untrustworthy?

• Software Development Issues
– Absence of or weak quality processes.
– Incorrect, incomplete, inconsistent requirements
– Unanticipated operational factors, e.g. threats, 

hazards, etc.
– Inappropriate architecture or design
– Design and coding errors and weaknesses
– Insufficient testing and coverage (people, tools, 

data, time, $) 
– Integration of untested/untrustworthy software
– Unskilled or malevolent developers (unintentional 

and intentional defects)



So, Why Is Software Untrustworthy?

• Software Deployment and Operation Issues
– Improper installation, configuration, or testing
– Integration of untested/untrustworthy software 

libraries
– Introduced errors and faults, e.g. patches, upgrades, 

trojans…
– Exploitable vulnerabilities under attack
– Misuse and abuse
– Software errors, e.g. logic, computation, I/O…
– Operating system or hardware weaknesses and 

vulnerabilities
– Infrastructure failures, e.g. power, network, HVAC…
– Unskilled or malevolent operators or users



NIST Role - How Can We Help?
• Clearly, this is a large, complex problem space 

whose solutions will require multiple disciplines and 
participants, and significant research and 
development.

• How can NIST/ITL help?
– Leverage and apply our core competencies and expertise

• IT Measurement and Testing
• Mathematical and Statistical Analysis for Measurement 

Science
• Modeling and Simulation for Measurement Science
• Standards Development and Deployment

– Provide facilities and expertise for research, development, 
testing and measurement activities.

– Collaborate and partner with industry, government and 
academia in joint activities.

– Develop, test, and promote standards and guidelines.



Trustworthy Information Systems

Quality Materials & Parts

Trustworthy Manufacturing 
& Assembly

Trustworthy Software

Trustworthy Hardware

Trustworthy Networks
& Communications

Tr
us

tw
or

th
y 

S
up

pl
y 

C
ha

in

Trustworthy Developers 
& Integrators

Trustworthy Operators 
& Users

Trustworthy Information

Trustworthy 
Architecture & Design

Trustworthy 
Information Systems

Initial Focus Areas



Trustworthy Information Systems (TIS) 
Program

• Mission: Conduct research and development 
leading to new knowledge, and improved testing, 
measurement methods, technologies and 
standards for effectively building and assuring 
trustworthy information systems.

• Goals:
– Develop a science and metrology foundation for 

trustworthy information systems.
– Improve the capability to build-in and evaluate 

trustworthiness, reduce risks, and effectively produce and 
assure trustworthy information systems.



TIS Program

• Objectives:
– Advance measurement science for trustworthy 

information systems.
– Develop, exploit and demonstrate new methods & 

technologies for developing, testing, measuring and 
assuring trustworthy information systems.

– Develop specifications, standards and guidance that 
enhance development, testing, measurement and 
assurance of trustworthy information system.

– Help reduce the cost and time of producing 
trustworthy information systems.



TIS Research Areas

• Current Research Areas:
– Trustworthy Software Modeling and Simulation

– Trustworthy Software Metrics and Metrology

– Trustworthy Software Assurance

– Automated Testing, Measurement Methods and Tools



Current Research Areas and Projects

• Trustworthy Software/System Modeling and 
Simulation.

• Trustworthy Software/System Metrology
– Software Metrics and Measurements

– Usability Metrics & Measurements

• Trustworthy Software Assurance
– Software Assurance Framework (OMG)

– Test Assertions Guidelines (OASIS)

– Analysis of Software Tools, Defects & Vulnerabilities

– Combinatorial Test Methods & Applications

– Integrated Test Framework

– Programming Language Research for Trustworthy 
Scientific Systems



Modeling and Simulation

Can we develop objective, descriptive and 
quantitative models for trustworthy software 
systems?

• Research and develop analytical models for 
trustworthiness that are predictive and useful for 
designing trustworthy systems/software.

• Identify key parameters and sensitivities.
• Develop models for simulating systems/software 

behaviors related to trustworthiness.
• Devise and conduct experiments to validate model 

results.



A Software Model

External 
Events & 
Triggers

Other 
Software 

Interactions

State Model

Data/Control 
Outputs

User 
Interactions 

(Use 
Cases)

Data/Control 
Inputs

Internal/ 
External 
Attacks & 
Misuse

Error

Result of 
Malware 

Code

Failure

Fault

Error 
HandledReturn

Note: Errors & 
failures due to code 
defects and/or 
exploitable 
vulnerabilities

System/Software requirements, context of use, and operating environment 
determine which software properties and values are necessary and sufficient to 
measure and ensure software trustworthiness.



Metrics and Measurements

How do we “measure” trustworthiness? 
Can we provide an objective basis for assuring 

trustworthiness?

• Develop an underlying metrology for trustworthy 
software assurance.

• Identify metrics and measurements that are 
important for assuring software trustworthiness.

• Develop and evaluate potential measurement 
methods and tools.

• Investigate the role of usability in improving quality, 
security and trustworthiness.



Software Assurance Framework
• Establish a common framework for analysis and exchange of 

information related to software trustworthiness. 

• Currently developing metamodel specification for “Evidence” 
part of a structured software assurance case model:
– Structured software assurance cases provide an auditable model 

of claims-arguments-evidence that supports an assurance case 
for a system or product.

– Used extensively in system safety assurance, and now being 
adapted to software and information systems.

– Addition of structured assurance case methodology to ISO/IEC 
15026 Systems and Software Assurance.

• Collaborative work with OMG Software Assurance AB SIG

• Metamodels for “claims and arguments” to follow.

• Supports overall Knowledge Discovery Metamodel (KDM) 
OMG standard (http://adm.omg.org/).

• Web Site: http://swa.omg.org/



Test Assertions Guidelines

• Improve software product, design, and testing 
through testable specifications and assertions-
based testing.

• Collaborate with OASIS Test Assertions Group to 
develop and publish guidance and best practices 
for assertions-based testing.

• Demonstrate proof-of-concept through testable 
specifications and assertions-based tests.

• Web Site:
http://www.oasis-open.org/committees/tag/



Analysis of Software Tools, Defects & 
Vulnerabilities

• Reduce software defects and vulnerabilities 
through improved automated analysis tools.

• Work conducted under Software Assurance Metrics 
And Tool Evaluation (SAMATE) project.
– Began in 2004 and sponsored by DHS and NIST.

– Areas of concentration:
• Web application scanners 
• Source code security analyzers
• Tool effectiveness studies
• Software tool test data
• Automated test case generator
• Binary analyzers
• Static analyzer experiment
• Software labels
• Malware research protocols

• Web Site: http://samate.nist.gov



Combinatorial Testing

• Merge automated test generation with combinatorial 
methods.
– Research shows software failures involve interaction of small 

number of variables (1 to 6)
– Testing all t-way combinations for small t can be effective
– New algorithms & faster processors make combinatorial 

testing practical
– Huge increase in performance & scalability

• Goals: Reduce testing cost & improve cost-benefit 
ratio for software assurance.

• Collaborators: University of Texas, UMBC, UNLV, 
GMU, SEI/CMU

• NIST software obtained by CISCO, Microsoft, 
Innovative Defense Technologies, others.

• Web Site: http://csrc.nist.gov/acts



Integrated Test Framework
• Improve testing of standards and standards-based 

profiles through an automated testing framework.
• Enable industries to move toward real-time plug-n-

play standards-based testing.
• Standards are often complex with many options 

making testing difficult, slow, and expensive.
• Provide a model of a general testing environment 

that supports dynamic test configuration and 
generation, and workflow management, for testing 
standards profiles and standards-based tools.

• Prototype developed, tested, and demonstrated for 
healthcare standards and tools (using IHE profiles).

• Apply and extend testing capabilities to other 
application domains.

• Web Site: http://xreg2.nist.gov/hit-testing/



Programming Language Research for 
Trustworthy Scientific Systems

• Scientific and engineering applications will be early 
adopters of parallel processing, multi-core platform 
capabilities running as networked systems.

• How do we develop, test and assure trustworthy 
software for these applications and environments?

• How do we improve development productivity in 
these environments?

• Exploratory project to research requirements, 
programming models, language compiler 
capabilities, limitations, and remedies.

• Identify ongoing research and industry/academic 
efforts, and determine need for further research 
and development.



Topics of Current and Future Interest

• Defect prevention, detection and remediation
• Vulnerability analysis and remediation
• White and black box testing.
• Test-driven development (model-based, 

requirements-based, specifications-based…)
• Enabling trust and security in embedded systems
• Composability of trustworthy systems
• Architectural designs for trustworthy systems
• Enabling and assuring system resiliency
• Statistical analyses of weakness and vulnerability 

data.



Status & Plans 

• TIS ramping up and evolving.
• Initial FY09 projects selected.
• Joint DHS and NIST support for SAMATE project 

work.
• NIST and SEI/CMU collaborations (model checking 

+ combinatorial test methods).
• TIS Workshop planned.
• Considering program guidance committee. 
• Partnerships and collaborations welcome.



Many Ways to Partner with NIST

• Cooperative Agreements
• Patents/Licenses
• Consortia
• Guest Researcher Agreements
• Facility Use Agreements
• Post-doctoral Research 

Programs
• Grants
• Informal Collaborations
• Summer Undergraduate 

Research Fellowships (SURF)
• Workshops
• Other…



Trustworthy System Metric
At the end of the day, is it possible to form a measure for 
system ‘trustworthiness’ within a given operational context? 
Can a metric be developed for system trustworthiness?

Security

PrivacyReliability

Usability

Conformance
PrecisionAccuracy

Testability
Resiliency

Availability

Maintainability

Performance

25

50

75

100
As Built/Measured

As Required



Trustworthy Information Systems

• Q & A / Discussion
• Contacts:

Tom Rhodes, TIS Program Manager
(301) 975-3295
trhodes@nist.gov

Kirk Dohne, Director for Office of Programs
(301) 975-8480
kirk.dohne@nist.gov


