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Assistance is also available from the Division of Small Manufacturers, International
and Consumer Assistance,

http://www.fda.gov/cdrh/industry/support.
You don’t have to be a manufacturer or consumer to avail yourself of their service!

I’m not a policy person at FDA. I'm part of a group of software engineers
who review premarket submissions, participate in quality system inspections,
and analyze/investigate medical device problems involving software design
and performance. | have a technical focus, not a regulatory focus.
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4 Some background on the problem

4 The prior state of our capability

4 The current state of our capability

4 The near future state of our capability

¢ Remember! we regulate medical devices. So your mileage
might vary!
¢ FDA rarely sets mandatory standards
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¢ FDA —CDRH regulates medical devices, their
component software and software which is a medical
device under FDCA
¢ Two principle avenues (among many others..)
¢ Premarket reviews
Reasonably safe (class 3)
Substantially equivalent (class 1 & 2)
¢ Postmarket surveillance
Adverse event reports from users
Adverse event reports from manufacturer
Adverse event reports from Medsun
Snitch!!

This is a gross over simplification of the law but is intended to provide a high level
overview to the non medical device industry of the US regulatory scheme.

If you want more details please contact DSMICA website or go to
http://www.fda.gov/cdrh/devadvice/ for much more comprehensive details.
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¢ Medical devices increasingly contain software
as an engineering platform and two areas
seem to provide the bulk of the problems we
see.

¢ The complexity of even a small software application can be
too much for a human based deterministic failure analysis

¢ The ‘environment’ of device use is a major factor in many
device software failures and may not be fully knowable by
the designer so he may not be able to fully verify...

1) The complexity of such an analysis increases approximately in proportion to the
number of states in the software state machine. Think 2720.... Or more.

2) Environment is used here in the traditional Systems Engineering sense where
there is the ‘System’, the ‘Environment’ and the ‘Universe’. The ability of a product
(software) designer to predict and thereby control risks in the product is reduced as
sources of hazards migrate from the System outward to the Environment and finally
out to the Universe. The context of system use by real people is covered by the
discipline of Human factors engineering where elements of psychology, situation
and essential performance are coordinated into the failure analysis. Unfortunately
the software industry has a poor track record of using Human Factors along side its
own traditional process controls.

We frequently speculate as to where the answer to the “poor quality of software”
problem could be found hiding. Is it under the complexity or under the environment?

If we can reduce as far as possible the latent errors due to complexity we will see!



1) By functional | refer to case based tests, where a quality professional evaluates
a reasonably comprehensive finite verification regime designed to trap the most
obvious implementation errors.

2) Often called “unit testing”.

3) There are often just too many potential permutations and combinations of
system states unless rigorous coding standards are set. Efforts have been made
in this regard to define a useful yet restricted C code guide such as MISRA.

4) The traditional compile-and-link-then-test engineering approaches often suffer
from this effect.



FDA's definitions of verification and validation can be found in 21CRF820 and are
broadly consistent with the accepted Quality system definitions originating from
ISO9000 but differ in subtle ways to that often found in the traditional software
industry’s jargon.



1) Quality management systems have been based on ISO 9000 for 40
years and in the medical industry ISO 13485 represents its specific instantiation.

2) See 21 CFR 820 et seq






The then Office of Science and Technology (OST) conducted several manual code
reviews in collaboration with ORA
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1) FDA has obtained a judicial order for seizure and a consent decree of a ventilator
device in 1992. Code review was one of the tools in that case.
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Buffer Overrun
A read or write to data after the end of a buffer.
http://en.wikipedia.org/wiki/Buffer_overflow

Writing a piece of data to a specific location designated as only being reserved for a shorter length of that data. A variant of
run-time data corruption.

Buffer Underrun
A read or write to data before the beginning of a buffer.
http://en.wikipedia.org/wiki/Buffer_underrun

Reading a piece of data from just before a specific location designated as only being reserved. A variant of run-time data
corruption.

Type Overrun
An overrun of a boundary within an aggregate type.

Writing a piece of data of a specific (usually computed) byte length to a location designated as only being reserved for a
shorter length. A variant of run-time data corruption.

Type Underrun
An underrun of a boundary within an aggregate type.

Reading a piece of data of a specific (usually computed) byte length to a location designated as only being reserved for a
shorter length. A variant of run-time data corruption.

Null Pointer Dereference
An attempt to dereference a pointer to the address 0.
http://www.owasp.org/index.php/Null-pointer_dereference

Divide By Zero
An attempt to perform integer division where the denominator is O.

Double Free

Two calls to free on the same object. Freeing up the same piece of memory twice (e.g. in widely different parts of the code
base) can cause runtime memory corruption.

http://www.owasp.org/index.php/Double_Free

Use After Free
A dereference of a pointer to a freed object. It may have been written over since you last thought you know what was there.
http://cwe.mitre.org/data/definitions/416.html
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Free Non-Heap Variable



Samate program at NIST http://samate.nist.gov Excellent resource.

https://samate.nist.gov/index.php/Source_Code_Security Analyzers
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