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“The human capacity to convince oneself of
something one wants to think true Is
virtually bottomless”

Jon Meacham, American Lion
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Adversaries of concern

Mindsets

Cyber threats
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What we want to believe
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In cyberspace,
the most dangerous players
are the ones you don’t see




The Invisible man
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The invisible man:
When you make him visible,

you remove his power




The game

To see
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Purposes

Make you aware of beliefs that
undermine cybersecurity planning
Enlist you as change agents

Equip you to ask right questions
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DANGER!

This briefing will threaten
your brain’s most basic
self-defenses




What we want to believe

Cybersecurigy
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MITRE

REPORT TO THE PRESIDENT
February 2005

Cyber Security:
A Crisis of
Prioritizatio
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President’s
Information Technology
Advisory Committee
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Comprehensive National
Cybersecurity Initiative (CNCI)

Unprecedented. Greatest cybersecurity
transformation by federal government

Deep engagement across White House,
executive branch, Congress

Goal: Counter cyber threats to homeland
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What happened?

MITRE

© Copyright 2012 The MITRE Corporation. All rights  reserved.



To the rescue: Our strongest
advocate for cybersecurity
Investmen

CyDer adversaries
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The invisible man
allowed himself to be seen
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The challenge

It's hard to keep them out

When they get in, it's hard to
find them

When we find them, it's hard
to get them out
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What we are losing

MITRE



What makes us productive and
prosperous also makes us vulnerable




So what do we do about 1t?
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Base defenses on threats

Threats*

Sop
n

_ miqd
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tier
dence
COHecﬁon

ackers, SPammgyg

*Colors show state of the art in protecting routine
systems, not essential classified systems

MITRE

Defenses

Hardened defense of key
assets, resilience, intelligence

Well-run COTS, some GOTS,
selected resilience,
intelligence

Well-run
COTS defenses
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Countering hackers, spammers*

Configure securely,
Architect to enforce
Establish cyber incic

natch
_east Privilege
ent response team

Raise user awareness— be a wary clicker
Use strong authentication for remote access
ldentify, protect assets of concern

Automate security management

*Sample actions are illustrative, not a complete li st

MITRE
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Well-run COTS defenses
can be seen, measured




What you can see and measure,
you can manage

State department has
shown how

Continuous monitoring
(IPost)

Building on community
efforts to prioritize, e.qg.,
Consensus Audit
Guidelines

Key: Treat as influence process
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Outline

How we came to start funding
Strategies against hackers
Strategies against mid-tier threats
Strategies against top threats
Shaping forces for the future

The actual future
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Why not more progress against
mid-tier cyber criminals,
intelligence collection?
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Facts

Most commercial-grade components
have many vulnerabillities

Huge commercial market for latest
features, despite security shortcomings

Minimal commercial market for defense
against mid-tier adversaries

Mid-tier adversaries improving rapidly
We can’t specify sufficient defenses

For most environments, cybersecurity
demands carefully targeted funding,
skilled specialists
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Many cybersecurity
planners seek refuge

INn denial




What we want to believe

It's not me t
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*Hackers Shift Attacks to Small Firms”
Wall Street Journal, 21 July 2011

“E-Mall Fraud Hides Behind Friendly Face”
The New York Times, 2 June 2011

PPPPPP
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What we want to believe
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What we want to believe
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Don’t be too quick to judge
action (or inaction) of others
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Memo to security planners

It's not enough to be right, you
also have to be convincing

ssssss

© Copyright 2012 The MITRE Corporation. All rights  reserved.



What we want to believe

My Incompeten
secure newrtechnoloC
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Countering mid-tier adversaries
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Countering mid-tier adversaries

Deploy aggressive incident response, advanced
forensics; partner to share tips, practices

Assume ad\(ers_aries Inside some commercial-
grade security infrastructure

Use out-of-band Computer Network Defense,
NetOps, situational awareness, reconstitution

Deploy secret sauce, selected GOTS
Leverage adversary playbook, TTPs
Collect, analyze cyber intelligence
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What we want to believe

Security Is not
my job
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#1 attack vector for mid-
tier adversaries i1s emaill

Be wary of links, attachments
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Countering mid-tier adversaries

A great capabillity

Clarify what it does and doesn’t do, to
guide local investments
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MITRE Focus areas

Architectures
Operations

Situational
awareness

Partnerships

Cyber intelligence

Corporate dashboard
User awareness
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]
Your secret weapon: Questions

Who's after us?

Who else are they after?

What are they after?

How do they work?

How far did they get?

Which of our systems isn’t covered?

How do we keep them from watching
us as we watch them?
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What cybersecurity
guestions do you need

answered?




Against mid-tier adversaries:
See their actions

See our Infrastructure,
defenses, activities
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Current Trends

Adversaries have struck
gold In cyberspace; expect
more on bandwagon

Increased demand for
cyber intelligence

Some vendors see market
INn countering mid-tier
cyber threats

Improving situational
awareness
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Current trends

Great Improvements Iin defense
against mid-tier cyber adversaries

Growing realization of need to train,
test against advanced cyber attacks

Growing use of outsourced services
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Current trends

Mission Assurance
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Current non-trends

Fallbacks for when adversaries take
control of security services
Resilience against cyber threats

Clarify expectations for missions,
businesses that rely on IT
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An influence challenge

Convince people to pay more to defend
against low-likelihood, high-impact
events that have never happened

When we can’t guarantee the solution
will work

And can’t specify precisely what the
solution Is...and even If we could, the
solution will change constantly

Tell this to an acquisition Program Manager
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Allies

Stakeholders whose missions
depend on

System remaining operational during
attacks, crises

Data protected by system
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Challenge:

Change what we build and how

From static, soft

To agile, aggressive
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How do we change our defensive
mindset and tactics to confuse
and counter our adversaries?

What would they never expect us
to do?




We'll be changing how we play
the game
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]
What about the really hard stuff?

Countering sophisticated
nation states
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These are attacks you
won't see

This invisible man

does have super powers




What we want to believe

Not connected IS secure
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“I'm In this business for 20 years, and
what we saw In the lab when analyzing
Stuxnet was far beyond everything we
had ever imagined... [the level of
expertise seemed] almost alien™

* Ralph Langner, quoted by NPR, Tom Gjelten, 26 Sep tember 2011




Many infrastructures run via
programmable logic controllers
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Stuxnet

By far the most sophisticated attack
code made publicly available

WIll help train and inspire others to
launch more sophisticated attacks
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What we want to believe

Some things
you have to trust
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What we want to believe

There Is this Magic Box
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Your greatest weakness

Is the component you
most trust
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The warning sign

“If they get the

then it's ‘Game Over’”




How the brain works

“The human capacity to convince
oneself of something one wants to

think true is virtually bottomless”
Jon Meacham, American Lion




Our brains are wired to be blind
to Game Over components

When it “ just can’'t” fail, we believe it won’t
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Thank you




Architect to thwart top-tier
adversaries

What would they never expect us
to do?




Countering sophisticated
nation-states

Recognize that, for critical assets, we

have done this successfully for
decades

It's hard
It's expensive

You can only afford it for critical assets
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Countering sophisticated
nation-states

For critical assets:

Adopt very robust resilience

Assume malicious people, components,
chips; adversaries are inside

Assure mission (vs IT) resilience

Find “sweet spot” of supply chain
protection

Engage mission data in active defense
Do not create high-value targets
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Base architectures on cyber-
defense strategies

Enable resilience and counter persistent
threats  virtualization...

Enable detection of malicious Insiders and
outsiders Instrument for monitoring...

Enable automation, situational awareness
standard protocols, configurations...

Enable agility standing quick-reaction
capabllity, rapid modification & insertion...
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Transition strategy

AdA

Phase in new
capabilities

Raise the bar g
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Adopt diverse strategies

Reduce threats, e.q.,
deterrence, deception

Reduce vulnerabillities,
e.g., strengthen
protection, make
defenses agile

Reduce consequences,
e.g., resilience, fallback,
restoration
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Against top-tier adversaries,
what you can see:
Cyber Iintelligence
Advice from our cyber

offense
Community best practices

Results from creative
defensive efforts




Outline

How we came to start funding
Strategies against hackers

Strategies against mid-tier
threats

Strategies against top threats
Shaping forces for the future
The actual future
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The real challenge

Recruit a skilled
team

Give them a
challenge

Give them what
they need

Keep out of their
way
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All your data

Anticipated worldwide sales in 2011 (Gartner):
467M smart phones, 70M tablet PCs, 14.7M e-readers
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]
More global cyber adversaries
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Stuxnet I
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Keen targeting

Page 84

© Copyright 2012 The MITRE Corporation. All rights reserved.



Of fat targets
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Clouds
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Security controls
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Cluttered playing field

National

Local . .
intelligence

defenses (

@ Corporate

intelligence
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Partnerships

Share best practices
More secure architectures

New jobs, e.g., reverse engineering,
forensic analysis, incident intelligence

Ways to operate despite cyber degradation

Ways to identify, minimize essential assets
Share threat information

Adversary tactics, tools

© Copyright 2012 The MITRE Corporation. All rights reserve



Critical Infrastructures and Key
Resources (CIKR)

Plan for resilience, fallback, emergency
operation, reconstitution against
continuing cyber attack

Assure mission/business operations

Raise defensive bar, especially against
terrorists, mid-tier adversaries

Incentivize agility versus
static compliance




Military bargain: special ops
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Worst-case scenario?

Tomorrow'’s elite special ops force:
Financial traders, tasked to
destabilize a nation’s finances
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Outline

How we came to start funding
Strategies against hackers
Strategies against mid-tier threats
Strategies against top threats
Shaping forces for the future

The actual future
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Where we stand
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Permanent puberty?

The cyber environment changes
faster than we do
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What you can do

Don’t click

Ask: “What do | need to see
to judge cybersecurity?”
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Be curious
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“The human capacity to convince oneself of
something one wants to think true is
virtually bottomless”

Jon Meacham, American Lion
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What are you trying to
convince yourself Is

true?




Your questions make
the difference

Leave no place for the
Invisible man to hide




